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Abstract 

In the WEB 2.0 generation, web attack be-

comes common and widely exploits by the in-

truders to unauthorized access. According to the 

survey from OWASP (Open Web Application 

Security Project’s), SQL injection attack (SQLIA) 

placed the first in the OWASP 2013’s top 10 list 

of cyber threats that web service facing. SQLIA 

is a technique of inserting SQL meta-characters 

and commands into web-based input field to 

change the original meaning of the SQL queries 

in order to manipulate the execution of the mali-

cious SQL queries to access the databases unau-

thorized. It unable be detected by firewall or 

antivirus due to the SQLIA is just injecting me-

ta-character and do not have any malicious. 

Hence, forensic analysis to find out the evidence 

attack play an important role to making conclu-

sion about and incident to prove or disprove in-

truder’s guilt. Methodologies forensic analyses 

of web application that present previously are 

only simple statistical analysis, parsing capabili-

ties or simple signature matching. Thus, we 

proposed a method by analyzing the URL re-

quest and decode it before analyzing with the 

rule set that provided by PHPIDS. After that we, 

cluster these attacks by calculate the distance 

with every cluster and cluster it with the nearest 

centroid point. To find the pattern of the SQL 

injection to cluster these attacks, we apply a 

method with extracting the SQL keyword as 

token set form URL request and analyze these 

request based on K-mean method to find the 

standard centroid to cluster these attacks. 

Keywords: SQL injection, Request decoding, 

SQL keyword, K-means  

 

 

 

 

摘要 

在網路 2.0，入侵者以未經授權的方式存

取資料庫內容的網路攻擊被廣泛使用。根據

OWASP 的調查中，SQL 注入攻擊（SQLIA）

成為網路攻擊排行榜之冠。SQLIA 是插入的

SQL 元字元和命令以更改原本的 SQL 查詢的

內容，以執行惡意的 SQL 查詢來對資料庫進

行攻擊。由於 SQLIA 的方式並沒有明顯的惡

意特徵，所以 SQLIA 不易被偵測。因此，網

路攻擊鑑識分析在此扮演非常重要的角色，以

找出攻擊者攻擊資料庫的證據。對於過去所提

出的 Web 攻擊分析方法只是一般的統計分析，

僅僅只透過語法分析或簡單的特徵比對，效果

並不顯著。因此，我們提出了一種方法來分析

與分類 SQLIA。首先，我們會將收集到的 URL 

Request 進行  Decode 動作後，接著利用

PHPIDS 所提供的規則來進行比對，最後我們

透過計算各別 SQLIA 與每個攻擊的 cluster 中

心之距離來對此攻擊進行分類。為了找出

SQLIA 的特徵模式，我們利用 URL Request

內的 SQL 關鍵字作為特徵值並利用 K-Mean

方法來分析與分類。 

 

關鍵字：網路攻擊鑑識，Decode, SQLIA，

K-Mean 
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1. Introduction 

In the WEB 2.0 generation, web attack be-

comes common and widely exploits by the in-

truders to unauthorized access. According to the 

survey from OWASP (Open Web Application 

Security Project’s), SQL injection attack (SQLIA) 

placed the first in the OWASP 2013’s top 10 list 

of cyber threats that web service facing. SQLIA 

is a technique of inserting SQL meta-characters 

and commands into web-based input field to 

change the original meaning of the SQL queries 

in order to manipulate the execution of the mali-

cious SQL queries to access the databases unau-

thorized. Since SQL injection is difficult to de-

tected, therefore web forensic analysis based on 

log files plays an important role to find out the 

attack evidence.    

There are many techniques to support web 

forensic analysis; one of the popular techniques 

is log analysis. Log analysis [1] is one of the 

tasks in which forensic analysis rely on. Log 

files are like the black box on an airplane that 

recorded the event occurred within an organiza-

tions system and networks. It recorded some 

important information token such as IP address, 

date, request sent, status and bytes send and each 

have meaning.  

 In previous research, they are focusing on 

how to SQL injection but not focus on 

post-analyzing. Author [2] proposed the im-

proved “require/provide” model which is estab-

lished cooperation between statistical and 

knowledge-based model to detect the SQL injec-

tion. Even it is a method that can apply in post 

forensic analysis, but since it too complicated to 

apply due to the reason it need collect those dif-

ferent types of log files and correlate it and make 

this way become complicated. The work of [3] is 

proposed experiment with Bayesian clustering to 

detect anomalies log line. It might be have high-

ly false negative since it just a simply statistical 

analysis. 

 In this paper, we proposed a post forensic 

methodology to analyze SQL injection attack by 

analyzing the URL request and decode it before 

analyzing with the rule set that provided by 

PHPIDS. After that we, cluster these attacks by 

calculate the distance with every cluster and 

cluster it with the nearest centroid point. To find 

the pattern of the SQL injection to cluster these 

attacks, we apply a method with extracting the 

SQL keyword as token set form URL request 

and analyze these request based on K-mean 

method to find the standard centroid to cluster 

these attacks. 

The rest of the paper is organized as fol-

lowing: Section 2 is introducing these previous 

techniques. Section 3 is describing the detail of 

the proposed method. Experimental results are 

discussed in section 4 and section 5 is conclu-

sion. 

2. Related Work 

Our work is closely related with the fol-

lowing subjects: Detection method and cluster-

ing method. Therefore we will introduce previ-

ous technique in the following section. 

The rule-based strategy defines the static 

rules which have to be defined by the rules be-

fore the analysis can be made. Those rules can 

be like detection of certain characters or more 

complex like session fixation attacks. Static rules 

are defined once and stay the same during the 

detection phase. They have to be defined and 

specifically crafted for each application. Static 

rules are pre-know values like certain input 

characters, a fixed length of a parameter or an 

upper limit of a transfer. Even Rule based detec-

tion is widely use in detection but it will produce 

high false negative rate when unknown attack 

has been detected. [4] 

SQL injection can perform in various ways. 

Therefore, in the field of research, most works 

have focus on the other solution. For instance, 

the T. Naoki [5] proposed techniques of SQL 

injection attack based on the number of charac-

ters (alphabets, symbols, numeric characters, etc.) 

in the input as feature for analysis. Frank S [6] 

proposed a technique parsing of the attack 

strings. 

The field of log mining is closely related to 

log file forensics. The work of [7] is proposed 

experiment with Bayesian clustering to detect 

anomalies in various kinds of log data. [8], [9] 

proposed used unsupervised clustering algorithm 

to find anomalies. The discipline of web log 

mining and knowledge are discovering as de-

scribe in [10]. 

S. Mukkamala [11] proposed the improved 

“require/provide” model which is established 

cooperation between statistical and 

knowledge-based model to detect the SQL Injec-

tion Attack. P. Ning [12] and [13] proposed the 

alert correlation model based on pre-requisites 

and consequences of the individual detected 

alerts. A knowledge data “hyper alert type dic-

tionary” contains rules that describe the condi-

tions where prior behaviors prepare for later 

ones. 
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3. Web forensic analysis Design 

The proposed Web forensic analysis system 

consists of 2 stages: Web attack forensic imple-

mentation and k-mean clustering. The flow chat 

of proposed algorithm is given in figure 1. 

 

Figure 1: Web Forensic analyze methodology 

A. Web Attack Forensic Implemen-

tation 

This stage is discussed how we process and 

analyze the server log files to find out the evi-

dence of an attacker. This stage involve is 4 pro-

cess where is preprocessing, feature extraction, 

request examination and last is status code anal-

ysis. 

1. Preprocessing: we collect data that we 

aim to analysis. In this paper, we 

choose the log files from the web server 

with the apache web service. Log files 

is the history of the user’s request that 

send to the server, therefore, it have 

many clues about the user, it a resource 

to find out the attack evidence of the 

intruders. Log provides some infor-

mation and through the information that 

provide by the logs, we can know who 

the intruders is and what request he/she 

had send to server. After collecting data, 

then is cluster of each user. 

2. Feature Extraction: For the forensic 

techniques based on the request, we 

used the value of the URL-request and 

status code of the URL to representing 

the evidence to detect attack. To per-

form the request extraction, we refer the 

following algorithms [14]. Suppose the 

log file is that consists millions of rec-

ords where m is the number of request 

in the log data. Each query in the log 

files has structure as figure 2 show. 

Therefore 𝒖𝒊 = 𝒑𝒂𝒕𝒉𝒊  +  𝒒𝒊 and 𝒒𝒊 =
(𝒂𝟏, 𝒗𝟏) + (𝒂𝟐, 𝒗𝟐) + ⋯ + (𝒂𝒊, 𝒗𝒊)  

where 𝒑𝒂𝒕𝒉𝒊 refer to the resource of 

the web application and 𝒂𝒊 is name of 

parameter and 𝒗𝒊  is value of parameter. 

And we will decode those parameter 

before analyze.  

3. Request Examination: Basically, SQL 

injection is a trick to inject SQL com-

mand or query as input mainly in POST 

and GET method in the webpage. Most 

of the websites takes parameter from 

the request and make SQL query to da-

tabases. Therefore, parameter of the 

request is important clue in detect SQL 

malicious queries. In our approach, we 

analyze the all the GET request value 

with the regular expression rule that 

provided by the PHPIDS. Below show 

the algorithm that how we compare the 

request parameter with the rule set. 

Algorithm Request_Analysis () 

1. Input: Log query under test, knowledge 

base rules set 

2. Output: True if query match with the rules 

set false otherwise 

3. Begin 

4. { 

5. For each log query 𝑣𝑖 in log data 

6.    { 

7.       Compare with Rule set 

8. If 𝑣𝑖 not exists in knowledge base rules 

set 

9.           Return false 

10. Else 

11.           Return true 

12.    } 

13. } 

14. End 
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SQL Token 

Figure 2: URL log line Request 

4. Status Code Analysis: In the forensic 

analysis, we not just consider the re-

quest parameter detection, but the 

HTTP status code is be consider in evi-

dence detection analyze. This is be-

cause HTTP is the statuses that refer to 

the request that send to server. In our 

approach, we just consider the HTTP 

status code as 2xx. This is because the 

request with HTTP status code 2xx is 

mean that the request is success com-

municating with the web serve.  

B. K-mean Clustering 

To clustering these SQL injections that 

found in log files, we apply k-mean to cluster 

these attacks. We extract the SQL keyword in 

logline as feature to cluster these attacks. Exam-

ple below show we extract SQL keyword to an-

alyze. 

𝒉𝒕𝒕𝒑: 𝒆𝒙𝒂𝒑𝒎𝒍𝒆. 𝒑𝒉𝒑? 𝒊𝒅𝟐 𝒖𝒏𝒊𝒐𝒏 , 𝒖𝒔𝒆𝒓𝒏𝒂𝒎𝒆() 

 

 

Since all the SQL injection attack requests 

most probably have involve SQL keyword, thus, 

we extract these keywords from the request. 

Figure 3 show the SQL keyword that we consid-

er. The clustering job is done via k-mean func-

tion. We apply k-mean clustering to determine 

the center as standard pattern to cluster these 

attacks. Our method is as follow:          

Step 1: Set value of T = {𝐭 𝟏 , 𝐭 𝟐 , 𝐭 𝟑 … 𝐭 𝐢 , 𝐭 𝐢−𝟏 } 

where T= training set token set            

Step 2: Set the value of k=number of cluster in T 

Step 3: 𝐃 𝐢  is the cluster that divide from T 

based on value of k                     

Step 4: Assign initial centroid of every dataset 

𝐃 𝐢 .  .                                 

Step 5: Take the sample of data 𝐃 𝐢  and calcu-

late the Euclidean distance between the sample 

data and the centroid of each cluster and assign 

the sample to the cluster with the nearest cen-

troid. 

Step 6: Recalculate the centroid of cluster.    

Step 7: Repeat step 5 and 6 until the centroid of 

cluster be constant.                      

Step 8: The centroid will become the standard 

centroid of cluster to classify attack. 

 

Keyword Token Type Token ID 

SELECT keyword S 

UNION keyword U 

INSERT keyword I 

DELETE keyword D 

CREATE keyword C 

DROP keyword 𝐷𝑟  

ALTER keyword A 

UPDATE keyword 𝑈𝑝 

AND keyword 𝐴𝑛 

OR keyword O 

NOT keyword N 

-- syntax 𝑆1 

1=1 syntax 𝑆2 

Figure 3: SQL Token Table 

4. Evaluation 

4.1 URL Request Examination Re-

sult 

By applying 5-fold cross validation ana-

lyze URL request and produce a confusion ma-

trix as show in figure 4. From result, it shows 

that we detect 4288 out of 4297 from blacklist 
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data and detect 1 out of 2114 from whitelist data. 

Experiment result show that the detection rate 

(TP) of actual SQL injection is 99% and the de-

tection rate (FN) of actual SQL injection just 1%. 

The experiment also shows that the detection 

rate (TN) of actual benign is 99.95% and the 

detection rate (FP) of actual benign is 0.05. 

 
Prediction 

(SQL Injection ) 

Prediction 

(benign) 

Actual 

(SQL Injection) 

4288  

(0.99) 

9  

(0.01) 

Actual (benign) 
1 

(0.05) 

2113 

(99.95) 

Figure 4: URL request with decoding confusion 

matrix 

By applying same dataset above but the 

difference is analyzing the URL request without 

decoding. From dataset, we detect 3690 out of 

4297 from blacklist and 1 out of 2114 from 

whitelist. Figure 5 shows the confusion matrix of 

the experiment. From the table, we noticed that 

the detection rate (TP) of actual SQL injection is 

85.8% and the detection rate (FN) of actual SQL 

injection is 14.2%. At the same time, the detec-

tion rate (TN) of actual benign is 99.95% and the 

detection rate (TP) of actual benign is 0.05. 

 
Prediction 

(SQL Injection ) 

Prediction 

(benign) 

Actual (SQL 

Injection) 
3690 (0.8586) 607 (0.1414) 

Actual (benign) 1(0.05) 2113 (99.95) 

Figure 5: URL request without decoding confu-

sion matrix 

 From the confusion matrix above, we no-

tice that the detection rate (TP) of actual SQL 

injection with decoding is higher than the URL 

request without decoding. This is because some 

intruders will encode their malicious code during 

injection for the purpose to evade the signature 

detection of Intrusion Detection System (IDS), 

hence it will affect the effectiveness of detection. 

This experiment show that URL request 

with/without decoding will affect the detection. 

 

4.2 K-mean Clustering 

 We apply four type of SQL injection attack 

to our testing environment. Figure 6 show the 

clustering result of 4 type attack. From 1000 

sample of request, we success cluster the DE-

LETE request with zero false negative rate. Be-

sides that, the INSERT and UPDATE request 

also be cluster into proper cluster with zero false 

negative. For the UNION request, the true posi-

tive rate is 98% and the false negative is 2%. 

Figure 6: clustering Result of 4 type 

SQL injection attack 

5. Conclusion 

We using a rule set that provided by 

PHPIDS to analyze the URL request to find out 

the attack evidence by the intruders. We decode 

every URL request before we analyzing the re-

quest to avoid the misdetection of the request. 

Besides that, we also apply the technique 

K-mean based on the ratio of SQL keyword in 

the URL request to find out the standard centroid 

for clustering purpose. At the end of experiment, 

it show that out proposed is effectiveness in de-

tection and clustering every attack 
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