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Abstract —Modular exponentiation is composed of 
repetition of modular multiplication and is often the 
dominant part of modern cryptographic method. Taking 
the RSA cryptosystem for example, both the encryption 
and decryption operations are accomplished by modular 
exponentiation. It is performed by using successive 
modular multiplications. Exponentiation is to compute 
ME for a positive integer E and modular exponentiation 
is to compute ME mod N for positive integers E and N. 
When the lengths of the operators are at least 512 up to 
2048 binary representations, modular exponentiation can 
be time-consuming and is often the dominant part of the 
computation in many computer systems. In this paper, I 
will describe some methods, which use some software. 
Most importantly, I will analyze the computational 
complexities for these methods respectively. 

I.  INTRODUCTION  

In many computation problems, the modular 
exponentiation is a common operation for scrambling secret 
data and is used by several public-key cryptosystems. We 
know modular arithmetic is the most dominant part of the 
computation which is performed in the RSA encryption 
system. Modular exponentiation is the most important 
operation in RSA public-key cryptosystem. Modular 
arithmetic is the most dominant part of the computation 
which is performed in both the public-key cryptosystems and 
key exchange scheme for modern cryptographic applications. 
The operation is time-consuming for large operands. The 
motivation of studying high-speed and space-efficient 
algorithms for modular exponentiation usually comes from 
the applications in modern cryptography. For RSA 
cryptosystem, the public and private keys are functions of a 
pair of large prime numbers, and the encryption and 
decryption operations are calculated by modular 
exponentiation. Fast modular exponentiation algorithms are 
often considered of practical significance in RSA 
cryptosystem. Computational complexity theory is a branch 
of the theory of computation in theoretical computer science. 
The modular exponentiation is composed of repetition of 
modular multiplications. Therefore, modular exponentiation 
can be time consuming, and is often the dominant part of 
modern cryptographic algorithms for key exchange, 
electronic signature, and authentication. As the “signed-
digit recoding” has less occurrence probability of nonzero 
digit than binary number representation. Taking this 
advantage, we can effectively decrease the amount of 
modular multiplications. By using the technique of recording 
the common parts in the folded substrings, the “folding 
algorithm” can further improve the efficiency of the binary 

algorithm, thus can decrease the computational complexity 
of modular exponentiation. In this paper, we will concentrate 
on the first approach to effectively reduce the number of 
modular multiplications in modular exponentiation. 

The modular exponentiation is a common operation for 
most cryptosystems and smart card systems. Most of 
cryptographic systems based on modular exponentiation. 
Generally, modular exponentiation is represented using a 
chain of modular multiplications. The performance of such 
cryptosystems is primarily determined by the implementation 
efficiency of the multiplication and the exponentiation. Many 
relevant papers about computer security are issued in many 
reports and journals to describe how to reduce the 
computational complexities in the cryptosystems. In the rest 
of this paper, some methods which reduce the number of 
multiplications by using some modular algorithm such as 
binary method, sliding-window and division for residue 
number are presented in Section 2. In Section 3, we present 
other techniques (Montgomery and CMM methods) which 
accelerate the multiplication itself by reducing the redundant 
computations. In Section 4, we will detailed depict for 
computational complexity analyses. Finally, some concise 
conclusions and future works are given in Section 5. 

II.  M ODULAR ARITHMETIC  

Modular exponentiation is important in the modular 
arithmetic, in this section, we will describe binary method 
[1-3], sliding window method [4], and division for residue 
numbers [5]. 

A. Binary Method 

The most commonly used algorithms for computing α
r 

are the binary methods [6]. The binary methods (also called 
square-and-multiply methods) scan the bits of exponent r 
either from right to left or from left to right (Algorithm 1 and 
Algorithm 2). The right-to-left (RL) algorithm is based on 

the observation that 
1 2

1 22 2 2( ) ( ) ...( )
m

mrr rrα α α α= , while the 

left-to-right (LR) algorithm follows from 
1 2 2 12 2 2 2(...((( ) ) ) ... )m m mr r r r rrα α α α α α− −= . 

Algorithm  1: (RL algorithm) 
INPUT: α, r = (rm, …, r1)2 
OUTPUT: M=αr 
M=1; S=α 

for i from 1 to m do 
if (r i=1) then M=M*S 
S=S*S 

end for; 
return M; 
end. 
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Algorithm  2: (LR algorithm) 
INPUT : α, r = (rm, …, r1)2 
OUTPUT: M=αr 
M=1 

for i from m downto 1 do 
M=M*M 
if (r i=1) then M=M*α 
end for; 

return M; 
end. 

We remark that the LR algorithm (Algorithm 2) 
requires two registers (for α and for M) and that the RL 
algorithm (Algorithm 1) requires one more register (for S). 
However, we note that S can be used in place of α if the 
value of α is not needed thereafter. The RL algorithm 
presents the advantage to be parallelizable: one multiplier 
performs the multiplications M=M*S and another one 
performs the squarings S=S2. However, if only one multiplier 
is available, the LR algorithm may be preferred because the 
multiplications are always done by the fixed value α, 
M=M*α. So, if α has a special structure, these multiplications 
may be easier than multiplying two arbitrary numbers. 

B. Sliding Window Method 

Let E=(EkEk-1Ek-2…E2E1) be the binary expansion of the 
exponent E, where n is the number of bits in the binary 
expansion of E. This representation of E is partitioned into n 
words of length d, such that nd=k. The exponent is padded 
with at most d-1 zeros, if d does not divide k. We define 
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such that 0≤Fi≤2d-1 and 
1
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n
id

i

E F
=

= ∑ . The sliding window 

method first computes the values of XW for W=2, 3, …, 2d-1. 
The exponent E is then scanned d bits at a time from the 
most significant to the least significant. At each step, the 
partial result is raised to the 2d power and multiplied with 

iFX  where Fi is the current nonzero word. The sliding 
window method is described in Algorithm 3. 
Algorithm  3 (The Sliding Window Method) 
Input: X, E 
Output: y=XE 
Compute and store Xw for all w=2, 3, 4, …2d-1. 
Decompose E into d-bit words Fi for i=1, 2, …, n. 

1kFy X −=  

for i=n-1 downto 1 
 { 2d

y y=  

 if Fi≠0 then y=y* iFX } 
return y 

C. Division for Residue Numbers 

In this section, we shall present division operation 
algorithm in the RNS, inspired by Gamberger’s research [5]. 
The advantage of this method is the residues rather than 
transforming to be a binary number. The dividend and the 
divisor are in the RNS representation. The multiplication and 
subtraction in the method can then be performed in parallel. 

Every processor unit computes with two corresponding 
residues in the RNS representations of the dividend and the 
divisor. 
Algorithm  4 (Division for Residue Numbers) 
Step 1 Let the moduli be q1, q2, ... , qm, the dividend be (a1, 

a2, ..., am), and the divisor be (b1, b2, ..., bm). 
Step 2 Determine auxiliary moduli set (q1’, q2’, ...; qm’), 

where gcd(qi, qj’)=1 for i=1, 2, ..., m and j=1, 2, ..., m. 
Step 3 Compute (p1, p2, ..., pm), where pi = q1’* q2’* … * qm’ 

mod qi. 
Step 4 Convert (a1, a2, ..., am) modulo to q1, q2, ..., qm into (a1’, 

a2’, ..., am’) modulo to q1’, q2’, ..., qm’. 
Step 5 Convert (b1, b2, ..., bm) modulo to q1, q2, ..., qm into (b1’, 

b2’, ..., bm’) modulo to q1’, q2’, ..., qm’. 
Step 6 Compute (b1

-1, b2
-1, …, bm

-1) modulo to q1, q2, ..., qm, 

( ' 1
1b
− , ' 1

2b − , ' 1
mb − ) modulo to q1’, q2’, ..., qm’, and (p1

-1, 

p2
-1, ..., pm

-1) modulo to q1, q2, ..., qm. 

Step 7 Compute (c1’, c2’, ..., cm’) = (a1’, a2’, ..., am’)* ( ' 1
1b
− , 

' 1
2b − , ' 1

mb − ). 

Step 8 Convert ( ' 1
1b
− , ' 1

2b − , ' 1
mb − ) modulo to q1’, q2’, ..., qm’ 

into ( '' 1
1b

− , '' 1
2b − , '' 1

mb − ) modulo to q1, q2, ..., qm and 

(c1’, c2’, ..., cm’) modulo to q1’, q2’, .., qm’ into (c1, 
c2, ..., cm) modulo to q1, q2, ..., qm. 

Step 9 Compute (a1, a2, ..., am) [(a1, a2, ..., am)*( '' 1
1b

− , '' 1
2b − , 

'' 1
mb − )-(c1, c2, ..., cm)]* p1

-1, p2
-1, …, pm

-1 

Step 10 Compute (b1, b2, ..., bm)=[(b1, b2, ..., bm)*( '' 1
1b

− , '' 1
2b − , 

'' 1
mb − )-(1, 1, …, 1)]*(p1

-1, p2
-1, …, pm

-1). 

Step 11 If (b1, b2, ..., bm) = (1, 1, ..., 1) then (a1, a2, ..., am) is 
the quotient; otherwise Goto Step 4. 

III.  M ONTGOMERY AND CMM  ALGORITHMS  

In this section, we present four hardware 
implementations for computing modular exponentiation 
using Montgomery’s multiplication [8] and CMM method. 

A. Montgomery’s Modular Reduction 

Let the modulus M be an integer within the range [2n-1, 
2n] and let R be 2n. Montgomery’s multiplication algorithm 2 
requires R and M to be relatively prime, i.e. gcd(R, 
M)=gcd(2n, M)=1, which is satisfied if M is odd as is 
required by the algorithm. By exploiting this property, the 
Montgomery reduction algorithm introduces an efficient 
multiplication scheme, which computes the modular product, 
P, of two given integers, A and B, as Equation (2). 
P = < A B R - 1 > M ,                  ( 2 ) 
where R-1 is the inverse of R modulo M. The computation of 
the Montgomery multiplication is carried out as follows. 

Algorithm  5: (Montgomery’s Multiplication) 
{ 
T=ABP=(T+<TM’>RM)/R 
if P≧M then P=P-M 
} 
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B. Montgomery Exponentiation Algorithm 

To perform the exponentiation process in the RSA 
algorithm, we started with the RL binary method and 
adapted it to be used in the Montgomery algorithm. RL 
binary exponentiation method is used as shown in Algorithm 
7. C is the ciphertext, M is the plaintext and E is the 
public/private exponent that is k-bit in length. Ei shows the i th 
bit of the E exponent. N shows the modulus and Z stores the 
squaring results. For each round squaring is performed, but 
multiplication is performed if and only if Ei = 1: As seen 
from Algorithm 2, Ci+1 does not depend on Zi+1; so that 
squaring is performed in parallel with the multiplication in 
the loop [12]. Since Montgomery’s modular multiplication 
algorithm is used for the exponentiation. These calculations 
increase the encryption/decryption time, but in terms of the 
whole exponentiation process, it is not so crucial. 
Algorithm  6. ModEXP(M, E, N) 
Input: A, B, N   
Output: t      
{ 
s[0]=0; 

for (i = 0, l, ..., n-1) 
{ pi=(s[i]+aiB) mod 2; 

[ ]
[ 1 ]

2
i is i a B p N

s i
+ +

+ =
} 

if s[n]<N then t=s[n] 
else t=s[n]-N; 

return t; 
} 

C. Common-Multiplicand Multiplication (CMM) Method 

In 1993, Yen and Laih [13] developed the method of 
common-multiplicand multiplication (CMM) to improve the 
performance of the binary exponentiation method. Here we 
focus on the computations of {X*Yi∣i = 1, 2, …, t; t≥ 2}, 
where t is the number of division group. An arithmetic 
method  is presented and applies to the binary exponentiation 
method for the efficient evaluation of exponentiation. 

The basic idea of CMM method is to extract the 
common parts of multiplicands and then save the number of 
binary additions for the computation of common parts. By 
using the above method, the computations {X*Y1, X*Y2} can 
be represented as {X*Y1,c+ X*Ycommon, X*Y2,c+ X*Ycommon}.  

Let both X and Yi be m-bit integers. On average, the 

Hamming weights of Yi, Ycommon and ,i cY  are 
2

m , 
2t

m , and 

2 2t

m m− , respectively. The total number of binary additions for 

the common-multiplicand multiplication evaluation of {X*Yi∣i = 1, 2, …, t; t≥2} is 
2t

m + t∗(
2 2t

m m− ). Without the CMM 

algorithm, the evaluation of {X∗Yi∣i = 1, 2, …, t; t≥2} are 

computed one after another independently using total t*
2

m  

binary addition. The performance improvement of CMM 
method can be denoted as： 

1

*
2

(1 )*2*( )
22 2

t

t t

m
t t

m m m t tt
−=

+ −+ −

.                                         (1) 

Based on the Eq. (5) shown above, the optimal 

performance can be obtained as 4

3
 when t = 2, which implies 

we need 1.5m (=2m* 3

4
) multiplications by using the CMM 

method for evaluating X*Y1 and X∗Y2.  

D. Improved Montgomery Algorithm 

Algorithm 7 : Montgomery Reduction (MR) Method 
Input : A, B, N 
Output : X                   /* X =AB∗2-m mod N*/ 

begin 
X = 0 

for i = 1 to m do 
begin 

X = X + AiB 
Y = X0 N0’ mod 2 

*

2

X Y N
X

+=  

end 
if (X≥N) then X = X−N 

end 
Algorit hm 8: (Proposed Method) 
Input : M, ESD, N, R  /*ESD = (emem-1…e2e1)SD2, R =2m */ 
Output: [1]

1
commonEC M= , 1, [1]

2
cE

C M= , 2, [1]
3

cE
C M= , 

[1]
1

common
E

D M= , 1, [1]
2

c
E

D M= , 2, [1]
3

c
E

D M=  

begin 
C1=C2=C3=D1=D2=D3=2m 
S=M*R mod N                                                 /* R=2m */ 
for i = 1 to m do 

begin 
if (e1i’=1) then C1=MMR(SC1) 

if (e1i’=1) then D1=MMR(SD1) 
if (e2i’=1) then C2 = MMR(SC2) 
if (e2i’= 1 ) then D2 = MMR(SD2) 
if (e3i’=1) then C3 = MMR(SC3) 
if (e3i’= 1 ) then D3 = MMR(SD3) 
S = MMR(SS) 

end 
end 

Assume we have two n-bits exponents E1 and E2, 
SDEM can be depicted as: 

1 2 2 1|| *2 *
nE E E EEM M M M= =  (“||” is the 

concatenation operator)                                                      (2) 
Let the decomposition segments E1 and E2 be expressed as 

1 11
*2

m i
i ii

E e
=

=∑ and
2 21

*2
m i

i ii
E e

=
=∑ , where e1i and e2i are 

signed-digits and e1i, e2i∈{0, 1, 1 }. Moreover, the 

exponentiations 1[1]EM  and 2[1]EM  are evaluated for 
handling positive signed-digit in E1 and E2, respectively. 
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IV.  COMPLEXITY ANALYSES 

On average, by applying the CMM method and the 
binary method, exponentiation can be evaluated by 

using (1.5 1)
* 1.25

2
m m

+ = multiplications. For evaluating ME 

mod N, where both M and E are 512-bit, the binary 
exponentiation method and the CMM method combined with 
the binary exponentiation method require 768 multiplications 
and 640 multiplications, respectively. In the proposed 
method, based on the computational analyses of 
Montgomery reduction method, the probability of executing 
modular multiplication MMR(SC1), MMR(SC2), or 
MMR(SC3) in the proposed method is all equivalent to the 
occurrence probability of signed-digit “1” in ESD. Therefore, 
the total operations MMR(SC1), MMR(SC2), and MMR(SC3) 
require(3/6)*[1.5m*(n-2)*(n+1)] = (3/4)*m*(n2-n-2) 
multiplications, where m is the bit-length of the exponent E 
and n=(m/2). Similarly, operations MMR(SD1), MMR(SD2), 
and MMR(SD3) total require (3/6)*[1.5m*(n-
2)*(n+1)]=(3/4)*m*(n2-n-2) multiplications. The operation 
MMR(SS) requires (2/3)*[0.5m*(n-2)*(n+1)]=(1/3)*m*(n2-
n-2) multiplications. 

The Ha-Moon algorithm takes 0.625m3+m2 
multiplications and the Dusse-Kalisk algorithm takes 
0.75m3+0.75m multiplications [14] for calculating an m-bits 
exponent exponentiation. However, the proposed method  
takes (3/4)*m*(n2-n-2)+ (3/4)*m*(n2-n-2)+ (1/3)*m*(n2-n-2) 
≈0.458m3-0.916m2-3.666m multiplications. Take a 512-bit 
exponent E for example to evaluate ME, the number of the 
multiplications by using the proposed method is 61,263,141 
multiplications, the number of the multiplications by using 
the Dusse-Kaliski algorithm [10-24] is 100,663,680 
multiplications, and the number of the multiplications by 
using the Ha-Moon algorithm is 84,148,224 multiplications. 

V. CONCLUSION AND FUTURE WORKS 

We know modular arithmetic is the cornerstone 
computations performed in public-key cryptosystem. An 
efficient computation of the modular exponentiation is very 
important and useful both in smart card and public-key 
cryptosystems. Now there are still many novel methods 
issued in many computer security journals] and reports for 
computer arithmetic operations and theoretical analyses. In 
the future, we can incorporate modular arithmetic and some 
advanced techniques to effectively reduce the number of 
multiplications or accelerate the multiplication itself 
respectively for modern cryptographic applications [10-25]. 
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