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Abstract — Differential frequency-hopping (DFH) tech-
nique has been widely studied and applied in the military 
communications due to its many desirable features, such 
as reliable high data rate transmission characteristics, 
anti-jamming abilities and information security. In or-
der to improve the information security of the conven-
tional DFH systems, a novel DFH system with the G-
function controlled by the well-known maximal length 
sequences, is proposed in this paper. In addition, both 
BCH code and soft decision Viterbi algorithm are also 
used in the proposed scheme to further improve the sys-
tem performance. Our results show that the proposed 
scheme not only provides the higher information secu-
rity but also improves the system performance indeed, 
compared to the conventional schemes.  

I. INTRODUCTION 
Differential frequency-hopping (DFH) technique was 

proposed by American Sanders Company to provide higher 
data rate (up to 19.2 Kbps) at the hopping rate of 5000hps in 
high-frequency (HF) band [1], [2]. DFH technique has been 
widely studied and applied in the HF wireless communica-
tions and military communications due to its many desirable 
features, such as reliable high data rate transmission charac-
teristics, anti-jamming abilities, multipath fading mitigation 
and information security [2], [3]. In DFH systems, the fre-
quency transition function, so-called G-function, which de-
termines how the transmitted frequency is depended on both 
the current data symbol and the previous transmitted fre-
quency, is the key technique to improve the system perform-
ance and transmission data rate [2]-[5]. In addition to the 
system performance, the information security during the 
transmission of data is another important issue for the DFH 
systems, especially for the applications of the military com-
munications. Recently, several design methods for G-
function were successively proposed to improve both system 
performance and information security [2], [3], [6]-[10]. 

The organization of the rest of this paper is as follows. 
A novel DFH system with the G-function controlled by the 
well-known maximal length sequences and with the use of 
both BCH code and soft decision Viterbi algorithm, is pro-
posed in Section II. In order to validate the security ability 
of the proposed scheme, continuity estimation test is studied 
in Section III. In addition to the issue of the security ability, 
the performance of the proposed DFH system under the ad-
ditive white Gaussian noise (AWGN) channel and Rayleigh 
fading channel, respectively, is also provided to identify the 
feasibility and validity of the proposed scheme in this     

 
Fig. 1 System model of the conventional DFH system 

section. The simulation results show that not only 2D conti-
nuity property of the proposed scheme can be effectively 
improved by utilizing the maximum length sequences, but 
also the system performance will further get better due to the 
use of BCH code and soft decision Viterbi algorithm indeed. 

II. SYSTEM MODEL 

The main difference between the concept of DFH system 
and the conventional frequency-hopping (FH) system is that 
carrier frequencies of the successive hops used for the for-
mer are controlled by both transmitted data symbols and 
frequency transition function, but those used for the latter 
are controlled by FH patterns [2], [4]. In this section, the 
system models of the conventional DFH scheme and pro-
posed novel DFH scheme are briefly introduced, respec-
tively, as follows. 

A. Conventional DFH Scheme 
Fig. 1 shows the system model of the conventional DFH 

system. In the conventional DFH system, the current trans-
mitted frequency fj is mainly depended on both of the cur-
rent data symbol Xj and the previous transmitted frequency 
fj-1, according to the following equation [2]-[5]:  

),,( 1 jjj XfGf −=                               (1) 

where G is the frequency transition function (FTF), so-
called G-function, which is the key technique for DFH sys-
tems, },,,,,{ 1210 −∈ Mj FFFFf L M is the number of avail-
able frequencies in DFH systems, and each hop contains bph 
data bits information.  

B. Novel DFH Scheme 
As shown in Fig. 2, a novel DFH system with the G-

function controlled by the well-known maximal length se-
quences Sm and with the use of both BCH code and soft de-
cision Viterbi algorithm is proposed, so-called State-Trellis  
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Fig. 2 System model of the proposed DFH system 

Soft-Decision (ST-SD) scheme in this paper. In the pro-
posed ST-SD scheme, the convolutional G-function is 
mainly generated with the use of convolution code and con-
trolled by the maximal length sequences to improve the in-
formation security of the conventional DFH system [6]-[8]. 
Moreover, the proposed ST-SD scheme also utilizes the 
BCH code [11] and soft decision Viterbi algorithm [9], [10] 
in the transmitter and receiver, respectively, to further im-
prove the system performance. 

Compared to the G function design for the conventional 
DFH system in (1), the current transmitted frequency fj of 
the proposed ST-SD scheme is not only depended on both of 
the current data symbol Xj and the previous transmitted fre-
quency fj-1, but also depended on the other previous k-1 
transmitted frequencies fj-2, fj-3,…, fj-k [7] and maximal 
length sequences Sm based on the following equation: 

),,,,,( 21 mjkjjjj SXfffGf −−−= L                (2) 

Shown in Fig. 3 is the block diagram of the proposed 
convolutional G-function generated with the use of convolu-
tion code and controlled by maximal length sequences Sm 
[6], and the generator polynomial of the sequences Sm used 
for all numerical examples in Section III is given by p(X)= 
X10+X 

3+1 [12]. This figure illustrates how to generate the 
current state Vj in the Trellis diagram and the current trans-
mitted frequency fj by utilizing the proposed convolutional 
G-function. The current state Vj and the current transmitted 
frequency fj are given by  
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where the system parameters gmm ,, 32 and x are given by 

    MmVm 2322 log,log ==                            (5) 

and 
1log...,,2,1,2 2 −−== bphMxg x               (6) 

...

 
Fig. 3 Block diagram of the proposed convolutional G-function gener-

ated with the use of convolution code and controlled by maximal 
length sequences 

where V denotes the number of states in the Trellis diagram 
and V  ≥ 2 and the initial state V0=0 (i.e., j=0 case), M is the 
number of available carrier frequencies and M ≥ 4, g is the 
number of groups controlled by maximal length sequences 
Sm, x is the number of registers used for the group determi-
nation and bph denotes the number of transmission data bits 
per hop. 

III. NUMERICAL RESULTS 
The continuity estimation test is commonly used to vali-

date the security ability of the DFH system [2]-[4]. In this 
section, the security abilities of both proposed ST-SD 
scheme and the conventional DFH scheme are firstly com-
pared and validated through the test results. Moreover, in 
order to identify the feasibility and validity of the proposed 
scheme, the simulation results of system performance of 
both schemes under AWGN channel and Rayleigh fading 
channel are also provided and compared as follows. 

A. x2 test for the 2D continuity  
The x2 test for the 2D (two-dimensional) continuity of 

the DFH system is given by [2]-[4] 
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where Nij denotes the number of appearance of frequency 
pairs (Fi, Fj), M is the number of available carrier frequen-
cies and L is the frame length. The scheme will satisfy the 
definition of 2D continuity property once the result of the 
scheme (based on (7)) is less than )1( 22

05.0 −Mx which is the 
theoretical value at the 5% significance level. 

Fig. 4 compares x2 test results of 2D continuity of the 
conventional DFH scheme and the proposed ST-SD scheme 
with various g={1, 2, 4}, where M=32, V=32, and bph=2. 
The simulation results show that the 2D continuity property 
of the former is always worse than that of the latter, and 
only the proposed ST-SD scheme with g={2, 4} can satisfy 
with the 2D continuity criteria (i.e., 3.1098)1( 22

05.0 =−Mx  
for M=32 case). It is because that partitioning all available 
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Fig. 4 x2 test results for 2D continuity of the conventional DFH scheme 

and the proposed ST-SD scheme with various g={1, 2, 4}, where 
M=32, V=32, and bph=2. 
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Fig. 5 Bit error probabilities versus signal-to-noise ratio (SNR) Eb/N0  

for the conventional DFH scheme and the proposed ST-SD 
scheme with various g={1, 2, 4}, under the AWGN channel, where 
M=64, V=32, and bph=1. 

M frequencies into g groups and determining which group 
in use by the maximal length sequences will make all possi-
ble frequency pairs of the proposed ST-SD scheme approach 
the uniform distribution, such that the proposed scheme has 
the better 2D continuity property to improve the information 
security of the DFH system. 

B. System Performance  

Shown in Fig. 5 are the bit error probabilities of the con-
ventional DFH scheme and the proposed ST-SD scheme 
with various g={1, 2, 4} versus the signal-to-noise ratio 
(SNR) Eb/N0, under the AWGN channel, where M=64, V=32, 
and bph=1. As expected, the bit error probability of each 
scheme improves as the value of Eb/N0 increases. The bit 
error probability of the proposed ST-SD scheme is much 
better than that of the conventional scheme, due to the use of 
soft decision Viterbi algorithm in the receiver for the former 
scheme, as expected. For example, from Fig. 5 with Pb≈10-4, 
we will get about 7dB improvement in the system perform-  
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Fig. 6 Bit error probabilities versus signal-to-noise ratio (SNR) Eb/N0  

for the proposed ST-SD scheme with various M={32, 64}, with 
and without the use of BCH code, under the AWGN channel, 
where V=32, and bph=1. 
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Fig. 7 Bit error probabilities versus signal-to-noise ratio (SNR) Eb/N0  

for the proposed ST-SD scheme with and without the use of 
BCH code, under the AWGN channel and Rayleigh fading 
channel, where M=64, V=32, and bph=1. 

ance of the proposed ST-SD scheme, compared with the 
conventional DFH scheme with g=1 case. However, unlike 
the conventional DFH scheme, the bit error probability of 
the proposed ST-SD scheme gets worse as the number of 
groups g increases. In other words, the proposed ST-SD 
scheme provides a trade-off between the system perform-
ance and the number of groups for meeting the different 
system requirements, such as throughput and information 
security. 

Fig. 6 shows bit error probabilities versus signal-to-noise 
ratio (SNR) Eb/N0 for the proposed ST-SD scheme with vari-
ous M={32, 64}, with and without the use of BCH code, 
under the AWGN channel, where V=32, and bph=1. As ex-
pected, the performance of the proposed scheme with the 
use of BCH code is always better than that of the proposed 
scheme without the use of BCH code, since the former uses 
error-correct coding technique to improve system perform-
ance, but also increases the system complexity. For example, 
from Fig. 6 with Pb≈10-4, the proposed scheme with the use 
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of (15, 5) BCH code and (31, 6) BCH code [11] under the 
same system parameters M=32, V=32 and bph=1 will obtain 
about 1 dB and 2 dB performance improvement, respectively, 
compared with the uncoded case.  

In Fig. 7, the  bit error probabilities of the proposed ST-
SD scheme with and without the use of BCH code are plot-
ted against the signal-to-noise ratio (SNR) Eb/N0 under the 
AWGN channel and Rayleigh fading channel, respectively, 
where M=64, V=32, and bph=1. The performance improve-
ment between the scheme with and without the use of BCH 
code in Rayleigh fading channel is larger than that in 
AWGN channel. For instance, from Fig. 7 with Pb≈10-4, the 
proposed scheme with the use of (15, 5) BCH code under 
Rayleigh fading channel will obtain about 5 dB performance 
improvement, but under AWGN channel only about 1 dB. In 
other words, the numerical results show that the proposed 
scheme can obtain the significant performance improvement 
by using error-correct coding technique indeed, especially in 
Rayleigh fading channel. 

IV. CONCLUSION 
A novel DFH system with the G-function controlled by 

the maximal length sequences and with the use of both BCH 
code and soft decision Viterbi algorithm was proposed in 
this paper. The numerical results showed that the proposed 
ST-SD scheme not only provided the higher information 
security, but also improved the system performance indeed, 
compared to the conventional DFH scheme. Moreover, the 
results also showed that there was a trade-off between the 
bit error probability and the number of groups. If the system 
security was more important, one should choose the larger 
value of g to obtain the higher information security. Other-
wise, the proposed scheme with g=1 case (i.e., the scheme 
without partitioning available M frequencies) provided the 
better performance, but lower information security.   
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