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Abstract

With the rapid development of technology,
network services are becoming more complex
and changeful. To protect the security and pri-
vacy of these network services, check and ana-
lyze abnormal behaviors actively becomes very
important. In order to meet the need of check
and analyze abnormal behaviors actively for
routine security check, we try to find the data of
known attacks and anomaly behaviors, propose a
web log filter scheme for web abnormal behav-
iors which aims to quickly anomaly detection
and also provides accuracy. The scheme uses the
signature rules of PHPIDS to match, prepro-
cesses network logs to find suspicious logs and
form a feature matrix, reduces the dimensionali-
ty of matrix using random projection, uses Ma-
halanobis distance to identify outliers and calcu-
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late an anomaly score of the outliers. If the log
line is too different, we flag it anomaly, until all
of the logs are checked. In order to get the better
outcome, we use the data of real-world company
to test the scheme and find the suitable parame-
ter. In addition, the advantage of the scheme is
simple to implement easily, fast and without
losing too much accuracy and does not need to
clean training data.

Keywords: Web Log Analysis, Web Log Filter,
Web Log.

1 Introduction

With the rapid development of technology,
over the past few years, the Internet is becoming
an emerging important tool for humans. Howev-
er, because of the properties of Internet: transfer
quickly, unknown user, difficult to trace actively,
the malicious unknown user who abuses the
network services is becoming numerous. When
the police know the accident which is about web
abnormal behaviors, they may have the less evi-
dence to proof the attack behaviors of the un-
known user and they could not trace the user
actively.

In order to protect the privacy of people, the
police propose a plan that they daily check and
analysis the logs from the Internet companies.
Although they spend more human resource
checking the log is abnormal or not, they may
not get a result that the problem is the huge
amount of data. For the purpose of checking the
logs for a result, the overhead of human re-
sources would be spent very much.

With a view to improving the problem, the
study proposed a web log filter scheme for web
abnormal behaviors. The main purpose of the
scheme is to decrease the large amount of un-
necessary data to improve the quality of data
quickly for follow-up artificial judgment and to
reduce the overhead of human resources. Even it
would be replaced part of the human resources
for part of works of the police.
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2 Related Works

In this section, we discuss the related works
about the web log filter.

The study about web log analysis for web
attack behaviors is not a widely discussed topic,
even the topic is important and effective for the
detection of intrusion behaviors.

Emilie Lundin Barse and Erland Jonsson[1]
proposed that the importance and the effectivity
of the study about web logs for attack detection.
They also propose a framework for testing the
need of attack detection with web logs. At last,
they verify that the web log is effective for the
attack detection.

Then, with the network services are be-
coming more complex and changeful, the dis-
cussion of study based on web intrusion behav-
iors is also increased.

The study[2] is proposed an algorithm of
combining the different format of Apache Log. It
is also proposed that we must have different
preprocess process for the data to deal with the
two kinds of purpose: the data preprocessing
about the detection of web intrusion behaviors
and the data preprocessing about the analysis of
behavior that user browses the web.

Another Study[3] is proposed that log file
must be divided into four categories. It must be
selected the log file of the suitable category for
different purpose.

At last, the study[4] is proposed a data pre-
processing architecture about the detection of
intrusion behaviors. It is also proposed a concept
that uses the architecture to real-time detection.

In addition, a study[5] proposed an imple-
mented program for identifying the malicious
user that it extracts the keywords of attacks by
analyzing web server logs in recent years.

3 Design Model

In this section, the overall scheme designs
and used method are explained. The filter
scheme consists of following phase:

®  Data acquisition

®  Filter the log of known attack behav-
iors

®  Filter the log of unknown abnormal
behaviors

®  Output the results

First, data acquisition must be prepared be-
fore the scheme. We use the data which collected
from a network. In this study, IIS server access
logs are used.

After acquisition the data, in order to filter
the log of known attack behaviors, we use the
filter rules of PHP Intrusion Detection System
(PHPIDS) to compare logs with regular expres-
sion. Then, we preprocess the data and extract all
of the appeared characters of Uniform Resource
Locator (URL) to form numerical feature matrix
of the preprocessed data. The dimensionality of
feature matrix is reduced using random projec-
tion. Subsequently, the suspicious score for each
data point from the whole dataset can be calcu-
lated using the Mahalanobis distance. We will
use the suspicious score to filter the log of un-
known abnormal behaviors. Finally, we combine
the data logs of two phases and output the results
which are sorted with the suspicious unknown
user, as illustrated in Fig. 1.

3.1 Data acquisition

In our research, we use IIS server access
logs. The data comes from a real-life company
web server. Actual intrusion attempts and other
abnormal log lines are included in the data. We
examine all of the log lines from web log files. A
single log line uses the following format:

2013-02-03 22:16:27 W3SVC735099204
203.73.140.20 GET /faq.aspx
page=1&fag=99999999%200R%207=7 80 -
94.123.126.206 Mozilla/4.0 200 0 0

This format is called W3C Extended Log
File Format [12], which is the default format of
IIS web log formats. These logs contain various
information about the network traffic, such as
date, timestamp, client IP, server IP, URL, HTTP
status code and the amount of transferred bytes.
These information may contain different intru-
sion attempts, such as SQL injections, especially
in the HTTP request part. For our research, the
string about HTTP request from the logs will be
extracted to use.

The more detail of used data and used
methods are described in the following subsec-
tions.

3.2 Filter the log of known attack be-
haviors

In the phase of filter the log of known at-
tack behaviors, we use the filter rules of PHP
Intrusion Detection System (PHPIDS) to com-
pare all of the log lines with regular expression
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Fig. 1 Overall scheme designs

and find the suspicious unknown user with the
log of known attack behaviors.

PHPIDS is an intrusion detection system
for PHP environment. It uses the pre-defined
filter rules to compare all of the data which is
inputted from user and uses the numerical im-
pact to give the compared data a tendency for
known attack behaviors. The pre-defined filter
rules of PHPIDS can be seen in Fig. 2.

In our study, we use rules, tags and impact
from the filter rules file to compare the logs.
First, we use rules to compare two fields from
the logs, which are cs-uri-stem and cs-uri-query,
record tags and impact for the log line if the two
fields of the log line matches the rules and
flagged the log line as abnormal log.

3.3 Filter the log of unknown abnor-
mal behaviors

In order to improve the quality of data, the
raw data must be preprocessed. We preprocess
and clean the raw data with the two steps: user
identification and data clean.

In user identification, we use the two fields:
c-ip and cs(User-Agent) from the raw data and
check these fields from all of the log lines of the
whole data. While we check these fields of the
log line, an ip address will be regarded as a user
if we find a new ip address. However, an ip ad-
dress with different cs(User-Agent) will be re-
garded as a new user.

After identifies the user, we clean the logs
from raw data which matches the following con-
ditions:

We clean the log line by checking the
cs-uri-stem field. If the filename extension is
image, music, movie or style sheet, such
as .jpg. .png, .gif, .swf and .css, the log line will
be deleted.

We save the log line by checking the
sc-status field. If the status with code 400 series
or 500 series, the log line should be kept because

they may be considered as anomaly actions
which are caused many errors by user. The user
is subject to suspect.

We clean the log line by checking the
cs-method, cs-uri-query, sc-status field. If the
method is GET, the uri-query is *-’ and the status
with code 200 series, the log line will be deleted.

Then, we extract the character from the
preprocessed data. We use the two fields:
cs-uri-stem and cs-uri-query of the logs to find
the extracted character which is not repeated. We
define these characters as an index to a matrix.
Subsequently, we count the frequency of these
characters from all of the log lines to form a
vector of a matrix. We can get the vector list to
form a feature matrix until all of the vector of
the log lines would be counted.

In order to reduce the dimensionality of the
feature matrix, we use random projection (RP)
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Fig. 2 The filter rules of PHPIDS

that the goal is to project high-dimensional data
into a lower-dimensional space using a random
matrix [6]. The idea is based on John-
son-Lindenstrauss lemma [7]. It states that points
can be projected to a randomly generated sub-
space and still the distances between points are
approximately preserved.

Given the original data with d dimensions,
the new subspace has k dimensions so that
k « d. If the original data matrix is X;,, and
the randomly generated matrix is Ry,q, the ran-
dom projection of the data can be calculated
using the following equation [6].

RP _
kaN _'kadxﬁxN

The actual creation of the random matrix R
is the most important phase of the method. Ba-
sically, R should be orthogonal, but the process
of orthogonalization is computationally expen-
sive. However, Hecht-Niclsen[8] proposed:
“There exists a much larger number of almost
orthogonal than orthogonal directions in a
high-dimensional space”. Based on the result, R
could be almost orthogonal.

Instead of using Gaussian distributed varia-
bles, a much simpler probability distribution has
been proposed by Achlioptas [9]:

1

+1 with probability 5

2

1= V3X1{0 withprobability 3
1

—1 with probability 5

In this study, we compute the random ma-
trix with this distribution, as proposed by Achli-
optas [9].

Then, We use the projected matrix that the
suspicious score for each data point from the
whole dataset can be calculated using the Ma-
halanobis distance. Mahalanobis distance[10] is
a distance metric. This distance metric takes into
account the correlations of the data. We use the
method to create basically a suspicious score.

If we have a data set X with an individual
data vector being X = (x;,x,, -+, xy)T . as well
as mean W= (U, [y, -, 4y)" and covariance
matrix S, the Mahalanobis distance score for
each data point can be formally defined as fol-
lows [11]:

Dy =+ (x—w)"S 1 (x — p)

Finally, we set a threshold for these scores
that flag whole data points as abnormal.
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3.4 Output the results

In the phase of output the results, we use
the outcome from the forward steps to sort the
suspicious level of malicious unknown user.
First, we find the highest impact of logs, the
highest suspicious score and count the number of
abnormal logs of these users. Then, we sort the
logs by user’s choice. We set four situations for
user: only sort known attack logs, only sort un-
known abnormal logs, combine the logs of these
phases and sort known attack logs first, combine
the logs of these phases and sort unknown ab-
normal logs first. User can choose the sort which
would be observed. Finally, we output two re-
sults: the sorted logs by user’s choice and the
whole raw data of these malicious unknown us-
ers.

4 Evaluations

In order to evaluate the efficacy of the

scheme, we use a program which is written by us.

We use it as our experimental environment. In
addition, we use the server access log and secu-
rity incident report from Nokia ICM to form a
result by artificial judgment. The result is a
standard which is used to verify the experimental
result.

The number of test data is 196186. The
number of the abnormal logs which is artificial
judged is 94362. The range of timestamp of the
logs is about four days. After we preprocess the
raw data, the number of character which we ex-
tract is 584. It is the dimensionality of the fea-
ture matrix. We also have two variables which
we have to decide: k, threshold. We discuss the
variables in the following sections.

The evaluation of our study is based on the
following performance metric:

Match Rate (MR, %): the number of fil-
tered logs which is abnormal by artificial judg-
ment / the number of abnormal logs which is
artificial judged.

Mistaken Select Rate (MSR, %): the num-
ber of normal logs which is artificial judged / the
number of filtered logs.

4.1 The Value of k

First, we set the default threshold as 5. We
observe the change of MR when k is 2 to 7, as
illustrated in Fig. 3.

As illustrated in Fig. 3 and Table. 1, the MR
is higher if the k increases. However, the MR
increases less when k increases to 6 and the rate

06 . .
3 5 ] i

4 5
The Value of k

b

Fig. 3 the change of MR when k changes

Table. 1 the result of MR and used memory

MR Useilﬁe(irflory
k=2 0.76324 365MB
k=3 0.84622 382MB
k=4 0.93086 449MB
k=5 0.95343 462MB
k=6 0.96762 472MB
k=7 0.96917 504MB

of growth of used memory is uneconomical.
When k increases to 7, the rate of growth of used
memory is almost zero. Thus, we decide k as 5.

4.2 The Value of Threshold

First, we set the k as 5 from the forward
section. We observe the changes of MR and
MSR when threshold is 0.4 to 0.8, as illustrated
in Fig. 4 and Fig. 5.

MR

0.4 05 0.6 7 (15
Threshold

Fig. 4 the change of MR when k changes
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Fig. 5 the change of MSR when k changes

Table. 2 the result of MR and MSR

MR MSR

Threshold = 0.4 0.9538 0.1734

Threshold = 0.5 0.96762 0.1427

Threshold = 0.6 0.96040 0.1665

Threshold = 0.7 0.95343 0.1703

Threshold = 0.8 0.95662 0.1659

Because of the purpose of our study, we
need the MR is more higher and the MSR is
more lower. As illustrated in Fig. 4, Fig. 5 and
Table. 2, the MR is highest and the MSR is low-
est when the threshold is 0.5. Thus, we decide
threshold as 0.5.

4.3 Discussion

We use the experiment result to decide the
value of two variables. Finally, the k is decided
as 5 and the threshold is decided as 0.5. We use
the two variables to experiment again and we get
the result as follows:

Table. 3 the final result of the scheme

Abnormal Normal
(Filter) (Filter)
Abnormal
(Judge) 91307 3055
Normal
(Judge) 15202 86589

The MR is 0.96762 that is about 96.7%.
The MSR is 0.14273 that is about 14.3%.

In summary, we can know the best of the
parameter for k and threshold. We will apply

these parameters in the scheme can help people
to decrease the raw data largely for the follow-up
artificial judgment. It could decrease the over-
head of daily security check, which problem is
that the data would be made very much every
day.

5 Conclusions

With the network services become complex
and various, the information and the privacy
which are stored in network become more valu-
able. In order to protect the security and privacy
of these network services, daily security check
and analysis actively is very important. Based on
the purpose, we proposc a web log filter scheme
for web abnormal behaviors that combines the
filter method of two phases: filter the log of
known attack behaviors and filter the log of un-
known abnormal behaviors. And then, we sort
the result by user’s choice and output two kinds
of results. At last, although we choose a method
which computation and implement are not com-
plicated, the filtered data is most matched the
judged data. The experiment result shows that
the scheme has the ability for reducing the over-
head of daily security check and analysis by arti-
ficial judgment. Thus, we resolve the problem of
artificial security check, which is difficult to skip
unnecessary data from the amount of raw data.
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